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NOTE: RESTRICTED DOCUMENT

This document is property of AppAsia Berhad (“AppAsia”), which contains highly sensitive information! Contained within this document are proposed

counter measures and description of risks pertaining to AppAsia. Unauthorized use and dissemination of this information can be detrimentaltothe
security and operations of AppAsia.

Each copy of this document is individually registered. If additional copies are required, please contact AppAsia’s authorized personnel. Any

unauthorized distribution and reproduction is illegal, and any person or persons found committing such activities will be prosecuted to the fullest
extent of the law.

By proceeding to read the remainder of this document, you are agreeing to the above-mentioned terms and conditions. If you do not agree to those
terms and conditions, please return this document to the sender or AppAsia’s document controller immediately.

AppAsia reserves the right to change any part of the information contained in this document without any notice.
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ABOUT
AppAsia

Established since June 1984

-Specialized in IT Security services & solutions
Provides advanced digital platforms and cloud
system solutions

+A public listed company in Bursa Malaysia
since 2006 ry | - S MR
-Market capital: US$ 30 mil P 1 7 i £ R
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External Audit Confirmation Requirement

International

i Exposure Draft
Auditing October 2007
and Assurance Comments are requested by February 15, 2008
Standards Board

Proposed Revised and Redrafted International
Standard on Auditing

ISA 505, External Confirmations

Conforming Amendments

Proposed ISA 500, Considering the
Relevance and Reliability of Audit
Evidence

Each company is required
to appoint CPA for
external audit report
annually

ISA505 specifies that it is
mandatory for CPA to
obtain company’s bank
balance confirmation from
the banks directly

This process is usually
done through postage,
facsimile or emails
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INnfroducing
eConfirm
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Send
confirmation
request

AUDITOR ////// BANK

=
H1 Receive

Electronic Confirmation confirmation
Platform in the region reply
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Participating Banks and Audit Firms

32 Banks 1,400 + Audit Firms
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Why was eConfirm
iImplemented?

SECURITY AUTHENTICITY EFFICIENCY DIGITALISATION

* Secure end-to-end * User verification * Vastly improved ¢ In-line with
encryption for performed at process times digitalization of the
confidential info corresponding * Reduced labor industry
transfer databases costs, lowered * Incentivizes both

* Audit logs recorded * Gave banks & audit overheads and banks and audit
for all user actions; firms assurance when operating costs firms to take a
prevent communicating and secure digital
documentation loss sharing confidential approach to a core
during transit info audit process
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Industry issues faced by
the current Audit
Confirmation Process

Copyright © 2024 AppAsia Berhad. All rights reserved.



v

- - eConfirm
ISSUES faced in current manual audit
confirmation processes
R -
oK™ The paper confirmation process is inefficient,
“ cerca= subject to fraudulent activity and human errors
1. Long process cycle (weeks or months)
H / 2. Complex processes involved
0 3. Prone to errors and loss of documents
N _Be— 4. Difficult to frace and frack
- - l 5. Risk of fraudulent activity

MAILROOM AUDITOR FIRM AUDITOR FAX BANK/AP CLERK

EER
mEE
EEN
— Paper & Storage Costs
=
BRANCH/LOCAL OPERATIONS MAILROOM

OFFICE

- »
1 High Human Costs
MAILROOM ASSISTANT RELATIONSHIP MANAGER
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Streamlined Audit Confirmation Process

Client signs Bank
Confirmation Request
(Authorisation & Consent Letters)

AUDITOR @ BANK

3. Bank receives
confirmation request

1. Add client profile 2. Upload and submit
bank confirmation request
with attached Authorisation
& Consent Letters

5. Auditor downloads
confirmation reply S
4. Bank uploads
Bank Confirmation Letter

and replies

-

6. Reconfirmation
request

ATR 18 compliance is compulsory for all uploaded documents
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Benefits of the eConfirm Platform

Fraud Risks Very Likely (information hijacked, Very low
interception, no trail) (encryption and audit trail enabled)
Loss of documents during Delivery Often Never
Bank officers’ authentication Unknown Verified

(Each audit user is authenticated)

Postage & logistic Cost High No
Printing and paper Cost High Almost nil
Communication with banks Difficult and slow Easy and quick response
(Fax/Post/Tel/Email) (Online)
Audit trails Not available Available & reliable
Consolidated reports Not Available Available
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eConfirm helps the Environment
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Save 100 million sheets of paper
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eConfirm helps the Environment

We save 10,000 trees
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eConfirm supports ESG
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Security Assurance with
IT Security Compliance
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Secured by Propriety eConfirm

End-to-End Encryption Technology

SECURED ENCRYPTION PROCESS

N
]
ORIGINAL SECURED USER PGP RECEIVER’'S (
CONFIDENTIAL LOGIN ENCRYPTION PUBLIC KEY ENCRYPTED FILE

DOC PROGRAM

SECURED DECRYPTION PROCESS

N
4
' P <
B ¢ C_ ¢ + N - B3
PGP RECEIVER’S ORIGINAL
SECLIJ.?)EGI;I‘:’SER ENCRYPTED FILE DECRYPTION PRIVATE KEY CONFIDENTIAL
PROGRAM DOC
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IT Security Compliances & Certifications

* IT Security
Certifications/Reports:

e SOC 2 (IT Control)
e SOC 3 (Compliance Report)

e |SO 27001 (Information Security
Management System
Compliance)

 Guidelines:

e Compliance with financial
institution IT Security guidelines

Copyright © 2024 AppAsia Berhad. All rights reserved.
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For more information, visit:
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Secure & Reliable

Solution by - <
AppAsia’ @ WWwAppAsia.com 0 +6012-3030753
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