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ABOUT 

o Established since June 1984

o A public listed company in Bursa 
Malaysia since 2006

o Market capital: US$ 30 mil

o Head office located at Kuala Lumpur 
(at city hub near to word’s highest Twin Tower,
opposite of Pakistan High Commission office)

o Specialized in Fintech, Digital 
Platforms and IT Security solutions

o Provides Electronic Bank 
Confirmation Platform solution since 
2020
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Bank Confirmation Overview
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External Audit Confirmation Requirement

1. Each company is required to 
appoint CPA for external audit 
report annually

2. ISA505 specifies that it is  
mandatory for CPA to obtain 
company’s bank balance 
confirmation from the banks 
directly with the authorisation 
letter from the client

3. This process is usually done 
through postage, facsimile or 
emails
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Problems of manual bank confirmation

Paper & Storage Costs

Communication Problems

Postage & Transportation

Human Errors

Time Wastage

Fraud Risk

High Human Capital

1. Inefficient and long processing time

2. Prone to errors and loss of documents 
3. Difficult to monitor and track

4. Risk of Fraudulent Activity
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Major Fraud Cases
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Electronic Bank 
Confirmation 
Solution

eConfirm



11Copyright © 2024 AppAsia Berhad. All rights reserved. Strictly private & confidential. 11Copyright © 2025 AppAsia Berhad. All rights reserved. Strictly private & confidential.

Electronic Bank Confirmation Platform
facilitates the online bank confirmation process between 

3rd party requesters (auditors) and responders (banks) 

Client

Authorise

It has proven to be more secure and efficient
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Vision

2017 - 2018
ü Research & development with auditors, banks and stakeholders

Milestones

2020
ü Launch of eConfirm electronic bank confirmation 

platform in Malaysia.  ISO27001 certified.

2023
ü Most banks implemented fully electronic confirmation.
.

2019
ü Invented propriety end-to-end encryption technology for secure 

electronic documents transmission.  
ü Complied to Fintech IT security and encryption standards.

2022
ü >30 banks and 1.4k audit firms participated.

2021
ü Attested with SOC2 & 3 global IT Security audit. 

2024
ü Launch of eConfirm Global to facilitate borderless bank confirmation
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32 Banks 1,400 + Audit Firms

Participating Banks and Audit Firms 
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SECURITY

• Secure end-to-end 
encryption for 
confidential info 
transfer

• prevent interception 
of confidential 
documents during 
transit

• Full audit logs and 
reports

• Improve security, 
reliability and integrity 
of the client 
information

AUTHENTICITY EFFICIENCY

Key benefits of eConfirm for the 
audit and finance industry

• One platform access 
for all with trusted KYC 
process

• Authentication made 
easier for auditors and 
banks

• Gave banks & audit 
firms assurance when 
communicating and 
sharing confidential 
info

• Vastly improved 
process times

• Reduced labor costs, 
lowered overheads 
and operating costs

• No more missing 
delivery of documents

• Comprehensive 
reporting

• Reduced IT 
implementation cost

DIGITALISATION

• In-line with nation’s 
digitalization initiatives

• Incentivizes both 
banks and audit firms 
to take a secure digital 
approach to improve 
a core financial audit 
process

• Support Green 
Technology and ESG 
initiatives for the audit 
and finance industry
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How does it work?



16Copyright © 2024 AppAsia Berhad. All rights reserved. Strictly private & confidential. 16Copyright © 2025 AppAsia Berhad. All rights reserved. Strictly private & confidential. 16

 

Streamlined Bank Confirmation Process 

*ATR 18 compliance is compulsory for all uploaded documents
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Supports all Bank Confirmation 
Operation Models 

•The bank confirmation requests are sent to the respective bank 
branch and the PIC of the bank branch shall respond accordingly. 

•High cost, inefficient and difficult to manage and monitor.

By Branches 
(Decentralised)

•The bank confirmation requests are sent to the respective bank 
business unit according to the related financial products like 
deposits, assets, loans, securities, hire purchase etc. The PIC of 
the respective business units shall respond accordingly.

•Semi centralised with better cost-efficiency and management 

By Financial 
Products

•The bank confirmation requests are sent to one centralised 
processing unit that shall respond to all the confirmation 
requests.

•Most cost-efficient, easiest to manage and monitor.

Centralised 
Processing Unit

eConfirm supports 3 operation models used by the banks:
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Easy Implementation Methods

• only requires a desktop to connect to eConfirm web 
application system via secured internet.

• This implementation takes about 2 – 4 weeks
• Used by all the banks

Web Application 
(no integration)

• This is a more advanced method for the banks with large 
volume and opt for full automation. It may require some 
integration with banks processing via SFTP (Secure File 
Transfer Protocol) & API.

• This implementation takes about 1 – 3 months

Batch integration 
(SFTP & API)

There are two implementation options that can be implemented easily by the Banks:
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System Flow and Screenshots
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Bank User Login

URL: https://xyzbank.econfirm.pk

XYZ Bank

Access to restricted Bank Login Page and input User ID.
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Bank User Login

Verify Security Image & Phrase, Input Password
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Bank Dashboard – Main Page 
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Confirmation Request Details – New Request

Details of NEW Page
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Confirmation Request Details - Processing

Details of Processing Page
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Confirmation Request Details – Reject Reason

- Short of authorized signatory/s
- Authorized signature/s differs from bank’s records
- Authorized signatory/s required
- Account number differs from the name given
- Authorized signature/s does not match from the signing conditions
- Resubmit confirmation request letter with clear signatory/s
- Account is closed. Audit confirmation charges is required
- Account is inactive. Please activate the account
- Unclaimed account. Please activate the account
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Confirmation Request Details - Approval

Details of Approval Page
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Confirmation Request Details – Confirmed

Details of Confirm Reply Page
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Confirmation Request Details – Reconfirmation

Details of Reconfirmation Page
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Bank Confirmation Audit Trail

STD Bank
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Reports – User Log Report
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Reports – Summary Report

Report can be exported 
into Excel
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IT Security and Compliance
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How does the platform protect security and 
authenticity for the Bank users?

1. Each bank registers the authorised bank administrators, that can create 
and maintain all other bank users 

2. Each registered user is bound to the Bank’s corporate email account, 
that will be used for security authentication. 

3. All users’ activation and password updates can only be done by own self 
without third party intervention to protect password secrecy

4. Login must be via a dedicated bank’s login page accessing with only the 
Bank’s network connected with the VPN/trusted Bank’s network IP

5. All logins shall follow strict user login policy like password, login failure 
attempts and expiry policy 

6. All users must verify with the anti-phishing security image and phrase 
during user authentication process to prevent phishing

7. All login activities are logged with detailed audit trail
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How does the platform protect 
confidential files?

a) eConfirm Platform secures the confidential documents (e.g. 
Authorisation Letter and Confirmation Letter) uploaded by the Banks 
and Audit Firms with propriety End-to-End (E2E) Encryption 
Technology

b) The confidential documents are encrypted with AES-256 E2E 
Encryption Technology so that they can only be decrypted and read 
by the sender and authorised recipient only. 
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Secure Confidential Data with 
Advanced End-to-End Encryption Technology

ORIGINAL 
CONFIDENTIAL 

DOC

SECURED USER
LOGIN

PGP
ENCRYPTION

PROGRAM

RECEIVER”S 
PUBLIC KEY ENCRYPTED FILE

+ + + =>

SECURED ENCRYPTION PROCESS

ORIGINAL 
CONFIDENTIAL 

DOC

SECURED USER
LOGIN

PGP
DECRYPTION

PROGRAM

RECEIVER’S 
PRIVATE KEY

ENCRYPTED FILE

+ + + =>

SECURED DECRYPTION PROCESS
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IT Security Compliances & Certifications

• ISO 27001 (Information Security Management System 
Compliance)
• System and Organisation Controls (SOC 2 & 3) Report 

attested by Deloitte
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Benefits to Financial Institutions
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Benefits of eConfirm for Banks
Manual Process eConfirm

Fraud Risks Very Likely (information hijacked, 
interception, no trail)

Very low 
(encryption and audit trail enabled)

Loss of documents during delivery Often Never

Auditor authentication Unknown Verified 
(Each audit user is authenticated)

Delivery time Subject to processing, printing, 
delivery time

Immediate upon upload

Postage & logistic Cost High Nil

Printing and paper Cost High Nil

Communication with banks Difficult and slow 
(Fax/Post/Tel/Email)

Easy and efficient
(Online)

Human cost and errors High Significantly reduced

Audit trails Not available Comprehensive & reliable

Consolidated reports Not Available Comprehensive
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eConfirm helps the Environment

Save 100 million sheets of paper
for every 10 million confirmations
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eConfirm helps the Environment

We save 10,000 trees
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eConfirm supports ESG
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For more information, please visit
eConfirm.pk

Let’s make it an 
INDUSTRY SUCCESS 

together!


